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Abstract— In 2019, elections in Nigeria gulped a whopping 234.5 billion Naira as against the 108.5 billion Naira 

approved for the nation’s electoral body in 2015. Growth in population of registrable voters and number of parties 

were cited as the cause of increased funding. Internet voting have been proposed and used in some countries. 

Transparency, efficiency and effectiveness had been documented as grounds for i-voting. In the same vein, there has 

been several arguments against the adoption of i-voting. The Increasing spate of cyber-attacks had been put forward as 

potential barriers to electronic platforms.  This paper addresses these cybersecurity concerns using a sociotechnical 

approach with emphasis on the network components. We have identified the various attacks to which a live i-voting 

platform may encounter at core, distribution, and access levels. Consequent upon penetration tests, we provided 

insights as to mechanisms towards ensuring cyber-resilience and trust in the contemporary Nigerian elections. 
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1. Introduction 

Electronic voting, also known as e-voting has been defined by Rouse[1],[2] as an election system that allows a voter to 

record his or her secure and secret ballot electronically. Electronic voting is simply the use of computer technology to 

carry out activities like voter registration, casting of votes and counting of votes. From 1999 onwards (see Table 1), 

Nigeria has had consistent democratic system of government (though not with hitches) where political office holders 

are elected by eligible citizens. The traditional system of voting has been in use in all the elections since the nation’s 

independence in 1960. However, it has not really yielded the expected results with respect to transparency, free, and 

fairness as seen in other climes like Europe, America, and in sub-Saharan West African country of Ghana. 

 

Table I: General elections in Nigeria 

 

S/No Election 

year 

Party elected to power Presidential 

Flagbearer 

System of 

Government 

Electoral body 

1 1964 Coalition of 7 parties to 

form Nigeria National 

Alliance 

- Parliamentary  Federal Electoral 

Commission(FEC) 

2 1979 National Party of Nigeria Alhaji Shehu Shagari Presidential  Federal Electoral 

Commission(FEDECO) 

3 1983 National Party of Nigeria Alhaji Shehu Shagari Presidential  Federal Electoral 

Commission(FEDECO) 

4 1993 *Social Democratic Party Moshood Kashimawo 

Olawale Abiola 

Presidential  National Electoral 

Commission(NEC) 

5 1999 Peoples Democratic Party Olusegun Obasanjo Presidential  Independent National 

Electoral 

Commission(INEC) 

6 2003 Peoples Democratic Party Olusegun Obasanjo Presidential  INEC 

7 2007 Peoples Democratic Party Umaru Musa Yar’Adua Presidential  INEC 

8 2011 Peoples Democratic Party Geodluck Jonathan Presidential  INEC 

9 2015 All Progressive Congress Muhammadu Buhari Presidential  INEC 

10 2019 All Progressive Congress Muhammadu Buhari Presidential  INEC 
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Weak election system had been blamed as the cause of unhealthy political competitions among politicians in Nigeria, 

which is evidenced by increased violence during the elections. The following problems have been adumbrated by 

Nwogu [3] as characteristic of Nigeria’s general elections: 

i. Buying of votes 

ii. Snatching of elections boxes 

iii. Fighting, arson and killing 

iv. Manipulation of results 

v. Very huge expenditure 

vi. Declaration of elections inconclusive due largely to violence and irregularities during voting process 

vii. Voting materials not getting to intended destinations or being hijacked on the way 

viii. Missing names of voters 

ix. Intimidation and disenfranchisement of voters, under-aged voting, etc.[4]  

 

Consequent upon the foregoing, the general elections in Nigeria have been consistently adjudged “not free and fair” by 

foreign observers[5],[6][7],[8] except the 1993 general elections that was truncated by the then military president, 

General Sani Abacha. “These problems are having far-reaching consequences especially on eroding eligible voters’ 

confidence and trust in the election process” [9].  

According to a report of an election working group report following the 2019 general elections in Nigeria,  

 

“Transmission of results generally, including but not limited to, from the polling units to the collation centers, should 

be improved upon. Electronic transmission should be adopted.If the electoral system is automated the chances of 

rigging, destruction of ballot papers or result sheets will be eliminated. Automation will also reduce cost of election as 

a lot of paper and transportation costs will be avoided” [10] 

 

Considering the problems raised above, it may be submitted that the existing traditional ballot-based system of voting 

lacks credibility[11], transparency[12], accountability, free and fair play, and is vulnerable to human error and 

manipulations[13],[14]. 

 

In 2019 alone, elections in Nigeria gulped a whopping 234.5 billion Naira as against the 108.5 billion Naira approved 

for the nation’s electoral body in 2015. One of the reasons given during the preparations for the 2019 elections by the 

electoral body(INEC) was that there were far more registered political parties in Nigeria as against the number in 2015. 

Growth in population of registrable voters (see Table 2 and Figure 1) is another factor that may be cited as the cause of 

increased funding in the future. Internet voting (i-voting) and other forms of electronic voting platforms have been 

proposed and used in some countries. Transparency, efficiency and effectiveness had been documented as what makes 

i-voting a better alternative to traditional voting systems especially in large populations. The numerous issues 

bedeviling the traditional voting system had prompted consistent advocacy for an electronic voting (e-voting) system. 

 

Table 2: Registered voters (General elections) 

S/No Election year Registered voters 

1 1964 9036083 

2 1979 48633782 

3 1983 65304818 

4 1993 39000000 

5 1999 57938945 

6 2003 60823022 

7 2007 61567036 

8 2011 73528040 

9 2015 68833476 

10 2019 84004084 

 

1.1 The Present trend 
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Since the return of democracy in Nigeria in 1999, the electoral body has consistently re-engineered its electioneering 

processes. Some of these remarkable changes are shown in the Table 3. 

 

 
Figure 1: Trends in Registered voters (1964-2019) 

 

Table 3: Trends in Use of Election Infrastructure 

S/No Election 

year 

Infrastructure 

1 1964 Paper, Ink, typewriters 

2 1979 Paper, ink, typewriters 

3 1983 Paper, ink, typewriters, calculators 

4 1993 Paper, ink, typewriters, calculators 

5 1999 Paper, ink, typewriters, computers, manual(paper) voter register 

6 2003 Paper, Optical Magnetic Recognition Forms, Optical Magnetic Recognition 

Machines, Database 

7 2007 Direct Data Capture Machines, Biometric devices, camera, backup batteries 

for the data capture machines, computers, VSAT, Internet, Extensive 

Electronic Database, Email, Spreadsheet software 

8 2011 Acquisition and deployment of more Direct Data Capture machines, ICT 

Technologies, Internet, PCs, Laptops, Electronic Database, Electronic Voter 

Register, Spreadsheet software, e-mail 

9 2015 Advanced ICT Infrastructure e.g. Automated Fingerprint Identification 

Systems, Computers, Smart card readers, Electronic Permanent Voter Cards, 

Internet, Sophisticated processing software 

10 2019 Advanced ICT Infrastructure, Computers, Smart card readers, Electronic 

Permanent Voter Cards, Internet, Improved Server hardware and software, 

Electronic collation support software, Electronic transmissions 

1.2 Electronic voting platforms 

Electronic voting platforms come in different species and forms. One of such species is the Internet voting (i-voting) 

which is solely dependent on an internet infrastructure. Others species of e-voting use electronic devices with biometric 

capacities such as fingerprint, etc. Hybrid forms also exists. 
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It has been argued that electronic voting system adoption provides effective solution to problems of weak election 

systems. E-voting system has a greater advantage over the traditional system of voting and according to ACE [15], 

some of “these advantages are:    

a. Enable people with disabilities to vote by themselves, easily and in secrecy (e.g. audio ballot papers for 

visually impaired voters 

b. Contributes to a faster vote counting and delivery of the final election results (especially with complicated 

electoral systems) 

c. Leads to more reliable results since human error is excluded 

d. Complicated ballot papers may be presented more easily 

e. Errors are drastically reduced 

f. To a large extent, e-voting enhances prevention of fraud in polling stations and during the transmission and 

tabulation of results (reduction of human intervention) 

g. Offers more and easier ways of presenting multilingual ballot papers 

h. Provides long term cost effectiveness by reducing poll worker time, postal charges, printing costs 

i. Enables voters to cast their votes remotely, not minding their locations”.  

Electronic voting systems have gained popularity and is being used by some developed countries such as  Germany, 

Canada, India, Brazil, Norway, Switzerland etc  and it has yielded some outstanding result. In Nigeria, we submit that 

system could be explored for future elections as it could be customized to suit prospective voters including the elderly, 

disable, uneducated, etc. Validation of any voter may be by way of using any government approved means of 

identification like Driver’s Licence, National Identity Card, International Passport or electronic means like biometrics 

[16]. As interesting as it may sound, electronic voting platforms such as i-voting systems have their downsides which 

are essentially hinged on security and trust, and these are usually the basis for arguments in different quarters against 

the adoption of such voting systems[17],[18],[19],[20]. 

 

It is against this background that this paper is conceived to address some of the critical cybersecurity issues that often 

mask the attractiveness of i-voting. This paper employs a socio-technical approach to show how an i-voting system 

could be operated in a heterogeneous densely populated country like Nigeria. Its argument is based practical 

approaches, which can be progressively employed in implementing an electronic voting infrastructure.  

 

2. Materials and Methods 

 

2.1 Hardware: 

i. PC@3.5Ghz 16GB RAM, 500GB Hard disk running Ubuntu 18.04 OS 

ii. HP Proliant DL-380 G7 Series Server Quad-core Intel Xeon processor@3.8Ghz 32GB RAM running Ubuntu 

18.04 Server 

iii. Huawei USG 6000v firewall 

iv. Huawei AR2204XE routers 

v. Huawei S5700 Switches 

vi. HP PoBook 6470b( intel core i5@2.6Ghz, 16GB RAM, 750GB Hard disk) with notebook running Kali Linux 

distribution. 

 

2.2 Software 

i. MonoDevelop  

ii. Wireshark version 1.4.3 

iii. Huawei Enterprise Network Simulation Platform (eNSP) 

iv. Metasploit framework 5.0.5 with Armitage, Nmap and Msfconsole 

v. MySQL Server Database Management System 

 

2.3 Design of experiment 
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The methods used to carry out the experiment are: 

 

i. Socio-demographic investigation through which election information from the electoral body (INEC) and National 

Bureau of Statistics (NBS) were collated. The data collated were not subjected to further analysis but used to 

provide background information on election matters in Nigeria. The actual experiment was done at two level stated 

under items ii and iii respectively. 

 

ii. Network modeling and simulation: this phase involved the design of a virtual enterprise network model using 

eNSP. The design uses a layered architecture in anticipation of large network “userbase” it is expected that the 

number of voters casting votes in a live environment is high. Three layers were identified: access, aggregation, and 

core respectively. 

 

iii. The virtual operating systems of security devices such as “Huawei USG 6000” were imported and integrated into 

the eNSP. The nodes constructed in the virtual network are: a Server (supposedly running application e.g. voting 

software) to be accessed by clients; Client machines (one PC, and one mobile client), two enterprise switches, two 

routers, and two firewalls( to provide for resilience. One is active while the other is configured as a standby 

security apparatus). The devices are configured with appropriate IP addresses.  

 

iv. The live network is implemented with same model of routers, switches, and firewalls as listed above in section 2.1. 

A virtual private network is configured between the core router, firewall, access and distribution routers 

respectively. IP security tunnels are properly configured. 

 

v. White box penetration testing is conducted using the HP Probook running kali linux distribution with community 

edition of metasploit fraemwork. The targets are core routers, host  server( i-voting server), distribution router, and 

the access router. 

 

vi. Object-oriented analysis[21],[22], design, and implementation of an i-voter application. The i-voter application 

was developed with the Monodevelop software and deployed in a live internet-ready HP DL 580 Series Server 

running Ubuntu 18.04 and hosted in a local area network (LAN)  

 

3. Result and Discussion 

 

3.1 Socio-Political structure and Electioneering process 

 

Nigeria comprises thirty-six states (36) and a federal capital territory. These states comprises a total of 774 local areas. 

For the purpose of elections and to ensure every legitimate and prospective voter is not disenfranchised, wards are 

created for administrative effectiveness and further split into poling units for convenience during elections. Presently, 

there are 8109 wards and during the 2019 elections, the wards were collapsed in 119973 polling units (see Figure 2). 

The nation’s electoral body has presence in all the 774 local councils in the country and this provides a good 

foundation for establishing far-reaching communication facilities between the various levels in respect of the agency.  

 

Having regard to the established INEC structure including offices and equipment at federal, state, and local 

government it may be submitted that the feasibility of advancing its mandate with modern ICT facilities including 

electronic voting platforms. At present, INEC’s ICT infrastructure in the 774 local councils in the country is 

represented by the diagram in Figure 3. Accordingly, there is a network connectivity between the local councils and the 

headquarters in each State. In the same vein, there is connectivity between the 36 state headquarters and the national 

headquarters in Abuja. Adoption of the electronic voting system though requires the amendment of the principal 

Electoral legislation [23], could be attained through consistent and committed effort towards amplifying the existing 

resources.  
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Figure 3: Existing connectivity between INEC offices 
 

 

3.2 Dealing with cyber-attacks in the layered network 

In this section, we present the identified attacks to which the i-voting network may be subjected. However, we have 

excluded software-based threats, vulnerabilities and attacks in this paper so as to have a clear perspective and defined 

line of action towards a given security domain.  

 

Figure 2: Hierarchical structure of election administration units 
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Traditionally, for scalability purposes, every enterprise network with large number of users whose actions are directed 

to a single server-hosted service, may be divided into three layers: access, aggregation (distribution), and the core layer 

respectively. The diagram in figure 4 is a representation of these layers. Though argument in support of a 3-tier 

network architecture is not common as network engineers and strategists now argue in support of 2-tier design (core 

and access layers only) owing to cost savings, we argue that addressing security issues on any network at three layers 

of access, distribution, and core would enable a network engineer or security specialist appraise the network in terms of 

possible security threats, vulnerabilities and attacks. For instance, a security threat could be introduced while 

transmission from the access level is being relayed to the core layer. This is due to the existence of intermediate 

distribution layer devices like switches and routers through which traffic may traverse to reach the core. Attacks may 

be launched directly against those distribution/aggregation layer devices. 

 

Figure 4: Network tiers, components, and functions 
 

 

Table 4-5 shows the categorization of the various attacks that may be launched at access and core layers. The essence 

of the categorization enables us appreciate to develop appropriate strategies towards the defense of any impending 

attack at any layer of the network. The proposed remedies to be configured in the virtual network are included in the 

tables. 

Table 4: Attacks common to access and core layers 

Attack Remedy implemented and exploited in the model network 

Traffic 

overload  
Specify and configure port traffic threshold to limit unicast, multicast and broadcast packets 

Social 

engineering  
Prevent email downloads, configure spam filtering, disable direct internet access from the 

remote sites; restrain physical access to systems and devices 

Denial of 

service(DoS) 
Configure control plane committed access rate to limit the number of packets relayed to the 

CPU at a time; set threshold limit of TCP SYNs per source and destination IP addresses; block 

all http requests on core, distribution, and access routers. 

DHCP attacks 
Configure DHCP snooping or disable DHCP completely 
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ARP attacks 
Configure VLANs and Mux VLANs to segment the broadcast domains  

Set limit on ARP traffic on switch ports or manually configure static ARP 

Configure dynamic ARP inspection(DAI) to check ARP response packets 

Where DHCP is enabled, configure DHCP snooping to bind MAC and IP addresses with 

switch ports 

IP Address 

spoofing 
Configure Unicast Reverse Path Forwarding to prevent attacks at the routers/layer-3 switches, 

and IP source guard on switches(data link layer) to check source IP addresses. 

MAC address 

spoofing 
Configure port security on all switches to discard forged MAC addresses 

 

3.3 Topology of the System 

The topology of the virtual i-voting network is shown in figure 5. The topology is segmented into three layers as 

discussed above. The topology represents a miniaturized enterprise network. All communications between the access 

router, distribution router, core router are through a tunnel with security associations configured on the such nodes 

including the two firewall devices (labeled ACTIVE and STANDBY). Configured between the firewall, core, 

distribution, and access routers is a virtual private network. Note that a dual protective measure is employed in this 

experiment. First, the i-voting server is deployed behind a firewall so that its details are hidden from any prospective 

hacker. Second, a virtual private network was implemented so that all traffic between the access layer to the core layer 

are routed through a secure tunnel. 

 

Figure 5: Minified network topology of an i-voting platform 
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The live system conforms to the diagram in figure 4. The network consists of a HP DL Server, a Desktop PC, 

Notebook PC, two switches, three routers, and two USG firewall. The Server is hosted behind the firewall.  

 

3.5 Model of the i-Voting System 

Figure 6 shows the component model of the i-voting system. The model is segmented into the following subsystems: 

voter registration; documentation; verification; voter management; vote casting; election results processing, and 

intelligence reporting. The model is designed to be flexible, so it could be extended to support future needs. All the 

transactions would be routed to the central database. Both the database and the application are hosted on the same 

server(though this is not advised in a production system). 

 

The subsystems are divided into two (2):  

i. The database (backend) ; 

ii. The application program (frontend). 

 

Inputs, transformation and outputs revolved around these two components. The application frontend is what the user 

(voter/officers) sees and interacts with. It contained the various user interfaces and underlying application/business 

logic. All inputs are captured through the application frontend. The operational database (the backend) stores all data 

created by the application. 

Figure 6:  Subsystems in the i-voting platform  
 

The Voter Registration subsystem 

 

Figure 7-9 show the sequence diagrams for the subsystems in the i-voting application. The subsystems capture: 

 

 
3.4 The live i-voting infrastructure 
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i. The external factors including hacker interventions 

ii. The messages or methods that are invoked by these actors; 

iii. The return values (if any) associated with previous messages; 

iv. The areas or points where loops or iterations exist. 

 

Figure 7 shows the sequence diagram for the voter registration in which a prospective voter is formally registered on 

the system. The voter is first registered by the registration officer. Registration succeeds only if the voter data captured 

is valid and consistent with the system’s requirements. After the registration, an identification code or password is 

given to the voter which enables he/she (voter) to log in. Also the voter’s registration is authenticated - to verify that 

the voters have access rights and franchise. The output is either request granted or denied. The voter’s data are sent 

directly to the database via a communication network. 

 

 
Figure 7: Voter Registration process 

 

The Voter accreditation subsystem 

Here, the administrator specifies the valid period for every prospective voter to be accredited. The accreditation is done 

online by the voter via the use of his voter credentials as provided during the time of registration. 
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The Voter accreditation subsystem 

Here, the administrator specifies the valid period for every prospective voter to be accredited. The accreditation is done 

online by the voter via the use of his voter credentials as provided during the time of registration. 

 

3.5 Implementation of i-voting application 

Unlike most applications that are web-based, the model i-voting application is not web-based but internet-ready. It is 

implemented as a client-server application. The server application is resident on the HP DL series server whereas the 

thin clients may be installed at any PC running Ubuntu 14 or higher.  Since the application does not need a web 

interface, http-based attacks would be internally remedied.  

 

3.6 Findings on the cybersecurity exploits 

Recall that the network set up employed two measures: use of a virtual private network and a firewall. The target server 

is hosted behind the firewall to conceal the of the target server details. Following this configuration, series of 

exploitaion tests were conducted ranging from udp floods,  tcp syns,  arp attacks, etc(see Table 4 above) across the 

three layers(access, distribution and core) using whitebox penetration testing by way of metasploit framework. The 

target points for the penetration tests were the application server, core router, distribution router, access switch, and 

Figure 8: Voter Registration process 

 



W. Nwankwo, C. C. Njoku, 2020                     Technology Reports of Kansai University 

 

196 

 

access router. Our findings were that with IPSec tunnels and firewall in place, the whitebox penetration tests did not 

reveal any interesting security vulnerabilities on the host server. All http, smtp telnet,ftp and udp packets across the 

core, distribution, and access routers were discarded.  

 

4. Conclusion 

Democracy can only thrive where the electorates are confident that their vote would count. This paper intends to 

discuss a vital issue bordering on cybersecurity and its influence on the acceptance of electronic voting platforms in 

developing countries in particular and the world at large. This paper has demonstrated that with adequate security 

measures in place, an electronic voting platform could be adopted for general elections in Nigeria. Though the initial 

 

Figure 9: The Voting subsystem 
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capital outlay may be relatively high in terms of infrastructure we submit that this initial cost far outweighs the present 

problems of the existing traditional system. Such a secure platform would help to eliminate election irregularities, 

stealing of ballot boxes, violence, etc. which had characterized all elections in Nigeria. We conclude that electronic 

voting conducted through a secure platform remains a better alternative to the traditional voting system however; 

serious attention must be paid to software design approaches to ensure that software-based vulnerabilities are 

eliminated. 
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