
1 
 

         
Data Security and Information Confidence in a 

Localized Payroll Management System 
 

Bunakiye R. Japheth
1
 and John T. Ogbiti

2 

 

1. Department of Computer Science, Faculty of Science, Edo University Iyamho,   Nigeria.  

jbunakiye@gmail.com 

2. Department of Computer Science, Faculty of Science, Edo University Iyamho, Nigeria.  

johnogbiti@yahoo.com     

 

 Abstract 

This paper is focused on a salary management system that comprises localized data tailored to 

the domain of Nigerian schools payroll management. The requirements engineering 

methodology, fact finding techniques such as descriptive and participant observation, and 

database analytics tools such as entity relationship diagram are combined to achieve the success 

of having a payroll management system that can handle employee and management staff data 

securely with minimal manual intervention. The design was made to fit all necessary segments to 

create a platform through the Microsoft Access application relational database management 

environment where payroll is affected on time in one framework with clear accounting and 

financial scenarios. The system offers support in terms of information confidence where it 

typically deals with secure information management as opposed to manual clumsy processes. 

This system is recommended to schools and organizations with a principal business interest in 

employee payroll management automatically. It is expected that organizations will find it very 

useful in their line of business of payroll management in terms of saving time and cost of always 

referring to manual means of calculating workers' wages and related issues. 
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1. Introduction 

 Traditionally, several financial and accounting staff are required to manage manually a huge 

number of payroll records [1]. The drawbacks to this existing system are enormous, and over 

time the results have been slow, cumbersome and time consuming ventures. At present, the 

salary mechanism, which mixes all salary structures into the final payroll record for most 

Nigerian schools is carried out extensively manually. Although there are various salary 

management systems available in the Nigerian market, they are not designed originally and 

suitable for local schools payroll management [12]. Therefore, a salary management system 

localized for the Nigerian content with an enhanced data integrity features is imperative to 

tackling the very necessary tasks in schools payroll management. This paper is a research task in 

the direction to making sure that security and confidentiality of data and information of 

employees in a typical Nigerian school gets their payroll records precisely corrected.  

 

1.1 Scenarios for Problem Analysis 
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Typically, payroll systems localized to a Nigerian content have specific characteristic 

scenarios that may constrain or indicate preference regarding method selection and problem 

analysis models. A scenario as exemplified in figure 1 is the set of assumptions about the nature 

of the problem to be analyzed [13]. In the light of the problem of data integrity and information 

confidence as determining factors for enhancement in our view of a localized payroll system; this 

problem analysis model refers to the identification of the dimensions or classes of the domains to 

perform sensitivity, and compliance with respect to specific consumption patterns. These 

assumptions were conceived based upon excerpts from domain experts, stakeholders, and risk 

managers, which means that scenarios showcasing effective payroll management with attendant 

data security may fail if problem analysis descriptive errors occur in the build process [15]. Such 

errors might be insufficient information regarding a scenario, aggregation errors that arise as a 

result of approximations or assumptions used in the model for confidence in professional 

judgment, and incomplete specification of the security of data. 

 

 

 
 

Figure 1: A set of Assumptions  

 

2. Related Work  

Salary management system encompasses all the tasks involved in paying an organization’s 

employees. In their submission (Xu, et al. [16] typically involves keeping track of hours worked 

and ensuring that employees receive the appropriate amount of pay. It also includes calculating 

taxes and social security, as well as ensuring that they are properly withheld and processed. This 

complements our work in the sense of the aspects of data integrity and social security features in 

the design, the slight difference is on the areas were this paper is deviating from capturing social 

issues in the architectural framework. Dai and Shao [17] also revealed that depending on the 

institution in question, a full range of other deductions may be calculated, withheld, and 

processed as part of payroll administration. Additionally, the processing of contractor payments 

may fall under the umbrella of payroll administration. The specific tasks involved in payroll 

administration tend to vary according to the needs of each unique school. In this work, the salary 

management system is looking at a system comprising employee details, salary payment 

structure, bank details, and monthly payment status respectively. Fu [20] presented quite a 

generic structure where organizations with additional features including commissions in 

employee salaries or the ones involving assigning exempt or non-exempt status to workers, 

adding bonuses into paychecks, calculating overtime payments, and adhering to applicable 

employment laws can be captured.  
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Shoewu et al. [12] integrated a requirements model into a computer based lecture attendance 

system to achieve a technologically driven system, a first step in the development of the 

software, is the requirement analysis that could bridge the gap between the problems and their 

solutions to establish proper integration models. The requirement analysis involves those tasks 

that analyze the needs for a new product, consider possibly conflicting requirements from 

various stakeholders, document, validate and manage system requirements. Accordingly, Asmau 

et al. [1] provided a salary management system and divided it into four functional modules, 

which are the salary management module (salary payment structure), the system management 

module (bank details), the login module (employee details), and the query as well as report 

module (monthly payment status. 

 

3. Method and Materials 

 

3.1 Method 

The methodology used is based on fact finding technique. The approach is used for continuity, 

and for maintenance of the modeling sequences for data integrity and compliance; it also 

incorporated the ways of achieving the user requirements and the technologies used in the 

designing of the system [8]. First the basic procedure of payroll management system has to be 

known, so the accounts section of a Nigerian school was interviewed for relevant data, which 

helped to realize the current procedure of managing payroll. In line with the fact finding 

technique, the accompanying methodologies used was the descriptive method, and the 

naturalistic participant observation approach. By virtue of the descriptive method, data 

about the system specifications, needed for creating our proposed system for a localized 

efficient payroll management system was gathered. At this stage, the resources about the 

flow of the current system and the process of computing the salaries of the employees 

were elicited. This led to further investigations regarding the current system to gather 

more ideas on how to design our proposed system [7].  

Naturalistic observation is a research tool in which a subject is observed in its natural 

habitat without any manipulation by the observer. The naturalist observation at this time 

was that the current payroll system is sometimes inaccurate to use. Also, employees are 

not very conversant with the operations of the payroll system; it is jostle to use and even 

at the accountants and human resources end, all employee records has to be encoded using 

spreadsheets, which results into long term activities creating payroll slips [11]. Therefore 

the system need improvement. Participant observation on the other hand is a structured 

type of research strategy aimed to gaining a close and intimate familiarity with a given 

group. It is adopted in this work to help build the needed relationship with the 

stakeholders where much of the requirements were sequenced [5]. 

 

3.2 Materials 

Following the background information; the analytical materials used in bringing to fruition the 

needed localized platform were the Entity-Relation Diagram (ERD), and requirements 

Engineering (RE) [4]. Entity Relation Diagram, which is a specialized graphic tool that 

illustrates the relationships between entities in a database is used in our context to show the input 

of registrations in filling the records of every employee to the computation of salaries, 

deductions and to production of pay slips. The requirements engineering tool was used in order 

to come up with the specification of the system. Information about the part of a typical Nigerian 
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school system that is supported by the application was evaluated. This information was then used 

to identify the users' requirement of the new system [10]. The system was developed in the 

Microsoft Access application platform to suit the particular needs of the user-friendly 

environment. In line with the new requirements a fast response time system logic was 

incorporated to capture the essence of information confidence where concerted new salary 

management features of obtaining and providing information to new salary management were 

documented.  

The salary management system with a tightly coupled problem analysis model, can maintain 

conveniently payroll records involving basic settings, payroll input, payroll audit, and payment 

of salaries, at the end of a month [6]. For information security and confidence, the basic settings 

software module should provide functions of parameters modification, such as the income tax 

rate, and items modification, such as calculation formula for funds in gross wages. For payroll 

input, this module should offer functions of files uploading, batch operations, and manual inputs 

to the financial department. For payroll audit and payment of salaries, this module should supply 

specific users with corresponding operating permissions in order to ensure output of efficient and 

effective financial statements.  

In addition, data access, login and interface procedure, query and report sequences has to be 

securely lodged in the software logic, which has to do with system management. The data secure 

module should provide its main users, which are the system administrators and the personnel 

department, with permission management, archive management and database management. For 

permission management, the functional requirements include role management, permission 

assignment and permission adjustment [2]. For the archive management, the system should 

provide users with an easy maintenance of basic information, title information and salary 

information for the intended audience. For the database management, both the database backup 

and the database restore are required to guarantee the needed information confidence in the entire 

system life cycle.  

Major functions of the login and interface component are selecting of access control methods, 

provision of interface facilities such as for entering employee and all payroll related details 

including calculating and printing salary information of all employees, and facility to produce 

information summaries. Also in the login are identifying the verification code, and exiting the 

system dynamically [3]. For example, if there is no response from the logged user for over a 

period of time, the user logouts automatically from the current session. The query and report 

components looks at queries under configurable conditions, queries of payment records, queries 

of users and printing management resulting into confidently issuing single and multiple key 

words based queries as well as personnel based ones.  

 

4 Discussion and Results 

 

4.1 Data Integrity Design 

To ensure information confidence and data security for all users of the system, the database 

manipulations and other technical aspects of the design emphasis is laid on logical design 

concepts and principles. The emphasis is to make the system easier to adapt, enhance, test and 

use. It also enabled the decomposition of the design elements into more manageable tasks, by 

examining user perspectives of the system. That is, local conceptual data models are created that 

are a complete and accurate representation of the Nigerian content as seen by different users. 

Each local conceptual data model is made up of entity types, relationship types, attributes and 
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integrity constraints [14]. An entity relationship (ER) diagram shown in table 1 is used to 

visualize the system and represent the user’s requirements. The ER diagram is used to represent 

entities and how they relate to one another and their cardinalities. 

 

 

 

Table 1 E-R Diagram Showing Relationships Entities, and Cardinalities 

 

Entity Name Cardinality Relationship Entity Name Cardinality 

Department 1 Has Employees 1..* 

Designation 1 Posed by Employees 0..* 

Designation 1 Has 
Duty Tour 

Allowance 
1 

Employee 1 Has 
Salary 

Increment 
0..* 

Employee 1 Gets 
Overtime 

Payment 
0..* 

Employee 1 Gets 
Regular 

Salary 
1..* 

 

4.2 Localized Information Confidence Structure 

In this stage, a local conceptual data model of entity types, relationship types, attributes, data 

types and their domains is built. Entities shown in table 2 have an existence in their own right. 

Entity types and their names and description are identified. This is because the constraints gives 

a better representation of the system where the relationship descriptions and the multiplicity 

constraints in are validated to ensure the required transactions are supported [15]. The process 

constructs a model of the information used in the system based on specific data that creates the 

confidence ratio, but independent of any particular physical considerations. The logic is that all 

attributes of entities are primitives ready to take in inputted data. The aim is to eliminate 

undesirable characteristics critical in the database design such that the authorized accountant can 

access all of the elements in the main menu for the purposes of individual employee salary 

management profiles, and as well, the administration can access interface which generates 

different reports to further help in decision making. 

 

Table 2 Description of Attributes from Different Entities  

Entity Name Attributes Description 
Data 

Type 
Nulls 

tbl_department 
tbl_department_id Department ID Int No 

tbl_department_name Department Name varchar No 

tbl_employee_detls 

tbl_employee_id Employee ID int No 

tbl_designation_id Employee Name int No 

tbl_employee_joining_date Joining Date Date No 

tbl_employee_termination_date Termination Date Date Yes 

tbl_employee_name Employee Name varchar No 

tbl_employee_department Employee Department varchar No 
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tbl_employee_address Employee Address Varchar No 

tbl_employee_contact_no Contact No varchar No 

tbl_employee_email Email varchar No 

tbl_employee_starting_salary Starting Salary decimal No 

tbl_designation 
tbl_designation_id Designation ID int No 

tbl_designation_name Designation Name varchar No 

tbl_payhead 

tbl_payhead_id Pay-head ID int No 

tbl_payhead_name Pay-head Name varchar No 

tbl_payhead_default_value Default Value decimal Yes 

tbl_increment_amount Increment Amount int No 

tbl_paid_salary 

tbl_paid_salary_id Salary ID Int No 

tbl_employee_id Employee ID Int No 

tbl_month_of_salary Month of Salary Date No 

total_salary Total Salary decimal No 

tbl_salary_payment_date Salary Payment Date date No 

tbl_salary_paid Salary Paid varchar No 

 

 

4.3 Payroll Management 

Salary calculation interface shown in figure 1 contains several sub menus and boxes, which are 

implemented using db-code. The code is used to fetch the data from the database after selecting 

particular employee from the list of employees that belong to a staff category [12].  After the 

fields filled out automatically the user can fill some fields manually that are optional such as 

allowances or deductions if any. The code is working behind the calculate button which will be 

activated and give result to user in response. After calculating, the salary could be stored in the 

database or can be calculated again [9]. 

 

 
Figure 1 User Response Payroll Structure 
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All the drops down menus in the interfaces are generated dynamically using the MS Access 

validation subroutines [19].  The routines in the database relational framework are used to 

implement these drop down menus as shown in figure 2. These routines will interact with the 

database and fetch the required data from the database to drop down menus. At the front end of 

the system, different forms are available [13]. The data entered into the fields of these forms by 

the users is validated by using the MS Access forms generation wizards with the monthly 

payment status. After validation using the form validation code, data is sent to the database 

system to be stored. Different kind of files is required to generate salary slips, bank files, 

invoices or tax file. These files generate on the database management side relational table 

formulation [18]. The validation code then interacts with the database, gets the required data and 

automatically releases bank and other relevant details of both employees and management staff. 

 

 
Figure 2 Data Validation Status 

 

5. Conclusion 

This paper is an effort in bringing different methodologies in the areas of requirements 

engineering, and fact finding techniques involving descriptive and participant observation. These 

methodologies together with the entity relationship diagram tool are combined to access the area 

of payroll management to come up with a coherent system capable of handling employee and 

management data in a typical Nigerian school system. The system offers support in terms of 

users getting desired results without tampering with secured localized data, which measures the 

efficiency for information confidence where it typically deals with secure information 

management as opposed to the process of doing this job based on pen and paper management. 

This application will help to calculate the employees’ salary and other relevant calculations 

automatically, which will conveniently assist in the administration of salaries, increment, and 

deductions, and other relevant financial records. The main feature is that no classified 

information can be leaked to unauthorized personnel while the application calculate the monthly 

salary automatically, and add any relevant information with respective to man hours at the work 

place. It will also help the management to watch employee current salary statement of employees 

at any time, show individual report of all employees, and can print salary slip one by one or 

generate all reports at a time.  
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