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ABSTRACT 
The need for viable and credible election has become an essential requirement, if most 

Africa nations will still continue to exist as indivisible sovereign nations and sustain their 

nascent democracy. In order to achieve this, electronic voting (e-voting) system becomes 

inevitable because traditional methods of voting used for previous elections were found 

to be characterized with various degrees of irregularities and lack sufficient credibility 

required for a democratic system. In this research work, the e-voting system proposed 

here was found to address some basic problems that characterized the traditional method 

of voting like ballot box snatching, multiple voting, result falsification, insufficient voting 

materials etc.  
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INTRODUCTION 
As part of our everyday life, most people have used electronic commerce (e-commerce) transaction; 

however, e-voting is not yet an obvious method for voting in most part of Africa. The construction of e-

voting system is one of the most challenging security-critical tasks, because of the need for finding a trade-

off between many seemingly contradictory security requirements like privacy versus auditability; therefore it 

is difficult to adopt ordinary mechanisms of e-commerce. For example, in e-commerce there is always a 

possibility to dispute about the content of transactions; buyers get receipts to prove their participation in 

transactions. However, e-voters, in turn, must not get any receipts, because this would enable voters to sell 

their votes. 

Thomas Edison developed a telegraphic vote-recording machine in 1868 at age 21, which was the first e-

voting device for which he received US patent 90,646 in 1869 [1]. Thomas Edison’s attempt to sell his 

invention to the Massachusetts legislative bodies was unsuccessful. A century later, we are once again 

attempting to apply electronic wizardry to expedite the democratic process. In a democratic system, 

elections allow the populace to choose their representatives and express their preferences for how they will 

be governed. Naturally, the integrity of the election process is fundamental to the integrity of democracy 

itself. The election system must be sufficiently robust to withstand a variety of fraudulent behaviors and 

must be sufficiently transparent and comprehensible that voters and candidates can accept the results of an 

election. 

The use of information and communication technology (ICT) in the electoral process is on the increase 

across the globe. The use of e-voting machines has been undertaken in many countries, however, the use of 

e-voting in remote elections is still low [2]. With the recent explosion of growth on the World Wide Web, 

the ability to communicate more information faster and cheaper is at our fingertips. We have email, 

electronic newspapers, and video conferencing all leading the trend towards a paperless society. 

E-voting is a balloting system that allows votes to be entered and recorded in an electronic form. These 

balloting systems are also referred to as e-voting or direct-recording electronic systems (DREs). The voter 

uses a direct entry device to register vote selections, and the entries are transferred (via circuitry) to 

electronic recording media, such as a computer hard drive or a memory card. The direct entry device may be 

electronic, as with a touch-screen, or electromechanical, such as a panel of pushbuttons. E-voting system 

will ensure that only the potential eligible voters are registered, only the eligible voters cast their votes  and 

ensure that the result are authentic for final presentation.   

In framework of Electronic Democracy ICT is used as an instrument to help set agendas, establish priorities, 

make important policies and participate in their implementation in a deliberative way. Elections are the key 

element of democracy. Democratic elections must comply with certain criteria and the two most mentioned 

are that they be free and fair [3]. Since the election scandal in Florida in 2000, the USA has been involved in 

many discussions and disputes concerning e-voting, voting machinery and its technology [4]. E-voting (or e-

voting) allows voters to either vote by computer from their homes or at the polling station. E-voting is an 

important cryptographic application [5]. E-voting is considered a means to further enhance and strengthen 
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the democratic processes in modern information societies. E-voting should first comply with the existing 

legal and regulatory framework. Moreover, e-voting should be technically implemented in such a way that 

ensures adequate user requirements. 

E-voting has been in development for more than 20years, during which it has produced outstanding results 

both in theory and in practice. However, bribery and coercion remain an open problem, as there is still no 

suitable manner to prevent or fight them [6]. The use of E-voting machines at the polling booth is a form of 

e-voting which is virtually the same as regular voting, but replaces the ballot paper with e-voting machines. 

These Electronic machines are backed by some computer chips to store the data (votes in this case) and can 

be retrieved when connected to the main network. 

 

E-VOTING SYSTEM 
E-voting systems play a critical role in today‟s democratic societies, as they are responsible for recording 

and counting the citizens‟ votes [7].  E-voting systems are a perfect example of security-critical computing. 

One of the critical and complex parts of such systems is the voting process, which is responsible for 

correctly and securely storing intentions and actions of the voters. Unfortunately, a recent study revealed 

that various e-voting systems show serious specification, design, and implementation flaws [8].  

E-voting can be considered in various ways: 

i. Kiosk voting means the use of dedicated voting machines in polling stations or other controlled 

locations. Voters mark their choice electronically (perhaps on touch sensitive screen) rather than on 

paper ballot. The votes are counted on individual machines, known as Direct Recording Electronic 

(DRE) machines, and the votes cast are transferred to the central tallying point by unspecified means. A 

ballot paper can be printed and retained in confidence in a ballot box as an additional check. 

ii. Remote e-voting is the preferred term for voting that takes place by electronic means from any 

location. This could include the use of the Internet, text message, interactive digital TV or touch tone 

telephone.  

iii. Internet voting (i-voting) is a specific case of remote e-voting, whereby the vote takes place over the 

Internet such as via a web site or voting applet. Sometimes also used synonymously with Remote E-

voting. That usage is however deprecated and it will be used instead as a strict subset of remote e-voting. 

Generally, it is possible to divide the e-voting system into three main components of infrastructure: Voter 

Applications, Network Sever and Back-office as illustrated in Fig 1. 

 

 
Figure 1: The components of E-voting System 

 

 

Voter Application is a web application or an application in voters‟ personal computers or mobile 

devices/phones for casting votes. Voter application connects to Network Server; encryptions and 

authentications methods secure the communication between these components. 
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Network Server is an online server that provides voters a necessary interface for casting votes. Network 

Server connects to Back–office server and transfers the received votes to it.  

Back–office consists of servers to save, maintain votes and to count a final tally.  In e-voting systems there 

are many Voter Applications, Network Servers and Back-office servers. 

 

FEATURES OF E-VOTING SYSTEM 

 Eligibility: Only eligible voters are allowed to vote. 

 Uniqueness: Uniqueness is a property that can avoid voters voting more than once. Both in traditional 

voting and in e-voting, uniqueness is an important property [9]. Every eligible voter can vote only once. 

The definition of uniqueness according to [10, 11] is that: „„Every voter votes exactly one time‟‟. 

 Accuracy: A system is accurate if it is not possible for a vote to be altered, it is not possible for a 

validated vote to be eliminated from the final tally, and it is not possible for an invalid vote to be 

counted in the final tally [12]. In the most accurate systems the final vote tally must be perfect.  

 Democracy: A system is democratic if it permits only eligible voters to vote and it ensures that each 

eligible voter can vote only once. All eligible voters must be able to vote, one person to one vote and no 

one can vote more than once or vote for others. 

 Privacy: A system is private if neither election authorities nor anyone else can link any ballot to the 

voter who cast it and no voter can prove that he or she voted in a particular way [13]. The second 

privacy factor is important for the prevention of vote buying and extortion.  

 Verifiability: A system is verifiable if anyone can independently verify that all votes have been counted 

correctly. Less verifiable systems might allow mistakes to be pointed out, but not corrected or might 

allow verification of the process by party representatives but not by individual voters. This set of 

requirements is an obvious requirement that, no matter which other plausible properties an e-voting 

service may have, cannot be dispensed with. Most contemporary e-voting services strive for satisfying 

these requirements.  

 Abstention: If any given voter abstains no one can vote in the place of that voter.  

 Convenience: A system is convenient if it allows voters to cast their votes quickly, in one session, and 

with minimal equipment or special skills.  

 Availability: A voter eventually succeeds in casting a vote. In any moment, a voter may decide to 

abstain and thus cast no ballot.  

 Flexibility: A system is flexible if it allows a variety of ballot question formats, including open ended 

questions. Flexibility is important for write-in candidates and some survey questions.  

 Mobility: A system is mobile if there are no restrictions (other than logistical ones) on the location from 

which a voter can cast a vote. One of the reasons people are interested in e-voting systems is that they 

can be mobile. Voter participation might increase if people could easily cast votes from computers in 

their homes, offices, schools, and libraries.  

 

SECURITY IN E-VOTING SYSTEM 
In conducting elections, officials must be able to assure the public that the confidentiality of the ballot is 

maintained and fraud prevented. In providing this assurance, the people, processes, and technology 

involved in the election system all play a role: the security procedures and practices that jurisdictions 

implement, the security awareness and training of the election workers who execute them, and the security 

features provided by the systems. 

Election officials are responsible for establishing and managing privacy and security procedures to protect 

against threats to the integrity of elections. These security threats include potential modification or loss of 

e-voting data; loss, theft, or modification of physical ballots; and unauthorized access to software and 

electronic equipment. Physical access controls are required for securing voting equipment, vote tabulation 

equipment, and ballots; software access controls (such as passwords and firewalls) are required to limit the 

number of people who can access and operate voting devices, election management software, and vote 

tabulation software.  

In addition, election processes are designed to ensure privacy by protecting the confidentiality of the vote: 

physical screens are used around voting stations, and poll workers are present to prevent voters from being 

watched or coerced while voting. 

Security controls include: 
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 Access controls: Election workers may have to enter user names and passwords to access voting 

systems and software, so that only authorized users can make modifications. On Election Day, voters 

may need to provide a smart card or token to DRE units. 

 Encryption: To protect the confidentiality of the vote, DREs use encryption technology to scramble 

the votes cast so that the votes are not stored in the same order in which they were cast. In addition, if 

vote totals are electronically transmitted, encryption is used to protect the vote count from compromise 

by scrambling it before it is transmitted over telephone wires and unscrambling it once it is received. 

 Physical controls: Hardware locks and seals protect against unauthorized access to the voting device 

once it has been prepared for the election, for example, once the vote counter is reset, the unit is tested, 

and ballots are prepared. 

 Audit trails: Audit trails provide documentary evidence to recreate Election Day activity, such as the 

number of ballots cast (by each ballot configuration or type) and candidate vote totals for each contest. 

Audit trails are used for verification purposes, particularly in the event that a recount is demanded. 

With optical scan systems, the paper ballots provide an audit trail. Since not all DREs provide a paper 

record of the votes, election officials may rely on the information that is collected by the DRE‟s 

electronic memory. 

 Redundant storage: Redundant storage media in DREs provide backup storage of votes cast or vote 

counts to facilitate recovery of voter data in the event of power or system failure. 

 

PHASES OF E-VOTING 

In designing an effective e-voting system, there are six main phases to be considered in the design namely: 

Voters‟ registration, Authentication, Voting & votes‟ saving, Votes‟ managing, Votes‟ counting and 

Auditing as shown in fig. 2. 

 

 

 
Fig. 2: Phases of E-Voting Systems 
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CONCLUSION 
The e-voting system as proposed offered a number advantages over the traditional method of voting in that it 

is not affected by most irregularities that distinguishes the traditional method of voting like ballot box 

snatching, multiple voting etc. This e-voting system is capable of handling election process from voters‟ 

registration, voting process, result compilation and auditing of the result thereby saving cost and time 

associated with the traditional method of voting. E-voting  methods  are  considered  to  be  practically  

secure and  are  resistant  to  large-scale  threats. 
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